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Tips to help you keep your online conversations private and secure.

1. Use encrypted and open-source channels

If you want to keep your conversations strictly between you and the people you are
communicating with, use apps and services that offer end-to-end encryption. You should
also choose open-source apps over proprietary commercial products.

ProtonMail offers a free and open-source and end-to-end encrypted email service that
protects and secures your email communications. Among free and open-source
messenger apps, Wire and Signal are the most secure free end-to-end encrypted
options on the market.

2. Secure your devices

Keep software and hardware on your devices up-to-date. Set your devices to lock
screens automatically after a brief period of inactivity. Make sure you have antivirus
software running on desktops and laptops.

3. Stop using SMS

Short messaging service (SMS) that we use to exchange texts on our phones is
outdated and insecure. If you want to keep the texts you exchange with other people
private, use an end-to-end encrypted messaging app. When this is not possible, use
Android or Apple built-in data-based messaging systems.

4. Delete old messages

Protect digital conversations on your device from prying eyes by deleting old messages
regularly. By doing so, you make sure that other people do not see your messages if
your device is lost or stolen (or if someone pressures you into unlocking it).

5. Use disappearing messages



Most messaging apps allow you to send messages that disappear after a certain period
or after they are seen by the person you are sending them to. This protects your
messages from prying eyes in case your device is compromised or stolen. This also
protects your messages from being accessed through the device of the person you are
sending them to.

6. Use strong passwords and 2FA

Protect every email and messaging-service account you use with a password that is
virtually impossible to guess or crack. A password is strong when it has at least 12
characters, including upper- and lower-case letters, numbers, and special symbols.
Random combinations of these characters make the strongest passwords.

Unfortunately even the strongest password can be stolen or compromised in some other
way. This is why you should use two-factor authentication (2FA) to protect your email
and messaging-service accounts.

7. Think before sending

Before sending a text, photo or video message, think honestly about whether you may
one day regret sending it. Once you hit the “send” button, you often lose control of who
has copies of your message.


