
HOW TO Last updated:
November 25, 2021

TIPS TO KEEP YOUR COMPUTER
SAFE AND SECURE

Source:
The SecDev Foundation

Follow these tips to keep your personal computers safe and secure:

1. Use licensed software only

Using pirated software is always a bad idea. You cannot update such software to fix
known bugs and serious vulnerabilities. Besides, pirated software often comes with
malicious code already built in. So by using unlicensed apps, you leave a virtual door
into your device and all its contents permanently open to cybercriminals.

It is particularly important to use genuine versions of the most important software on your
computer, such as the operating system and antivirus software

2. Download software only from reputable sources

Always download software and updates either from official app stores (Microsoft Store
on Windows devices and App Store on Macs) or directly from the websites of companies
that distribute and update the app you want to have.

3. Update software regularly

Software updates often include patches that fix the latest security vulnerabilities.
Therefore, it is important to install software updates as soon as they become available. It
is particularly important to always have the operating system and antivirus software on
your computer up-to-date.

4. Use reliable antivirus software

Antivirus prevents malware from infecting your computer. If the computer is already
infected, antivirus detects malware and removes it from your computer. So it is important
that you always have reliable antivirus software running on your computer. You should
run a full scan of your computer at least once a month.

5. Password-protect your computer and set a lock screen



You do not want anyone to poke around your files, install spyware or change security
settings on your computer when you are not around. Protect your computer with a strong
password. Enable the computer to lock your screen automatically after a brief period of
inactivity.

6. Use a non-admin account for everyday tasks

If you install a malware-infected app, open an infected attachment or click on a wrong
link while using an Administrator Account, these actions may have disastrous
consequences for your device or data on it.

So it is a good idea to create a separate User Account with limited privileges and use it
for everyday tasks. It is particularly important to create separate User Accounts when
you share a computer with other people.

7. Secure your computer physically

Protect your computer from loss or theft. Never leave your device unattended in a place
where it can be stolen. Consider leaving your computer at home when you travel or visit
places where you can be asked to surrender digital devices, such as airports,
government offices, and embassies. If you often use a laptop in a semi-public place such
as school, coworking space or cafe, consider buying a security cable.


