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1. Which of the following is the strongest password?

❏ iloveyou
❏ iloveyou234
❏ !I26Lo\\//E&Y0uu&17
❏ ilu45*

2. What characters should you use in a password to make it strong?

❏ A mix of upper and lower case characters
❏ Numbers
❏ Special characters
❏ All of the above

3. How many unique passwords do you need to have?

❏ One is enough, as long as it is a really strong password.
❏ As many as the number of accounts you have.
❏ Two to five strong passwords.
❏ Over 100 passwords.

4. How often do you need to change passwords to your most important
accounts?

❏ I don’t need to change a password, as long as it is really strong.
❏ Every two to three days.
❏ Once every three months.
❏ Once a year.



5. Strong passwords are difficult to remember. What can you do to avoid
forgetting them?

❏ Use a reliable password manager
❏ Use mnemonics (phrases or acronyms that are easy to remember)
❏ Use password cards
❏ All of the above

6. All but one of the following are examples of two-factor authentication. Which of
these does not involve two factors?

❏ A hardware security token and password
❏ Entering your password twice
❏ The chip and PIN on a bank card
❏ A numerical code and password

7. How can you safeguard yourself from losing access to important accounts in
case of a loss of a two-factor authentication device?

❏ It is impossible to do; once you lose a 2FA device, it is over.
❏ Download backup codes and save them in a password manager.
❏ Contact customer service for each individual account and request support.
❏ All of the above.


