
Topic # Assessment parameter

Weighting
(1 = LOW, 

2 = MEDIUM, 
3 = HIGH)

Scoring Guidance

1. Network

1
Is WPA2 or later version used to secure your 
access point? 3

2 Is the router password changed from default? 3

3
Is the router password updated when someone 
leaves the organization that had the password? 1

4
Is there isolated wireless guest network access 
(SSID)? 3

5
Is the router firmware regularly updated (if 
possible)? 2

6

a. Does the organization have a policy in place 
around network protection (VLANs, personal 
devices not on the Wireless...)?
b. Is the policy implemented?

1

2. Software

7
Does the organization use licensed OSs on all 
computers? 3

8
Does the organization use licensed antivirus on all 
computers? 3

9
Is critical software regularly updated on all work-
related devices? 3

10
a. Does the organization have a policy on using 
licensed software? (0.5)                                                                                          
b. Is the policy implemented? (1.0) 2

3. Accounts and 
Devices

11
Is there user privilege separation on all 
computers?

3

For this question, we are trying to understand if the user is using 
non-admin accounts where possible. In Linux / Macs this happens by 
default via a non-admin account + sudo. In Windows the default 
account is an admin account with UAC. This is not exactly the same 
thing as people just hit "Yes". Ideally staff members do not have 
admin privledges to their computer, and some staff member has to 
approve new software etc. If a staff member does KNOW the 
password to an administrator account on their Windows PC, but 
they don't use that account as their day to day account, the org can 
still get 1.0. Requiring a full login (instead of just hitting yes) to get 
admin is all that's required to meet this benchmark. 



3. Accounts and 
Devices

12 Are there unique passwords on all devices?

3

This should be checked by the statistics in LastPass / 1Password etc if 
they have setup password vaults. If they do NOT have password 
vaults, unfortunately we'll have to simply ask the management if 
they are using unique passwords and believe their staff to be as well. 

13
Do all social media and digital service accounts 
used for work, have unique strong passwords? 3

14
Are there timeout locks on all devices and they 
are no longer than 15 minutes?

1

A partial 0.5 score on this can be reached by either having timeout 
locks on all devices, but the locks are sometimes longer than 15 
minutes OR the timeout locks are always 15 minutes or less, but not 
every device has timeout locks. 

15 Is 2FA enabled on all accounts used for work?
3

If messengers are used for work, ensure that some kind of pin / 
fingerprint lock is at least in-place for these. 

16 Do all staff members use password managers? 3

17
a. Is 2FA NOT via SMS where possible? (0.5)                                      
b. Are backup codes saved where possible? (1.0) 1

18

a. Are there clear guidelines around using 
workstations in a safe and responsible manner? 
(0.5)                                               b. Are the policies 
followed? (1.0) 2

19
a. Are there clear guidelines around using mobile 
phones in a safe and responsible manner? (0.5)                                            
b. Are the policies followed? (1.0) 1

20

a. Are there internal policies or standard 
operating procedures around lost devices? (0.5)
b. Are the policies followed? (1.0)

1

21

a. Are there internal policies on account 
protection? (unique + complex passwords, leak 
db checks, 2FA guidance) (0.5)                                                                              
b. Are the policies followed? (1.0) 2

22

a. Are there internal policies or standard 
operating procedures around digital safety 
aspects of onboarding/offboarding staff? (0.5)
b. Are these procedures followed? (1.0)

3

4. Online 
Behaviour

23
Do key staff members demonstrate good privacy 
practices on the use of social media?

1

"Good" (not perfect) is operative here. Also note that this is for "key" 
staff members - so the organization's social media accounts, and the 
accounts of the director / maybe co-director. If the directors and the 
organization's accounts aren't showing moment by moment 
indications of where they are physically, client details, etc - that's a 
1.0. If the organization's accounts are clean, but the directors need 
some help, that would be a 0.5. If both are problematic, that's a 0.0



4. Online 
Behaviour

24
If there is an organizational website, is it free of 
any known vulnerabilities and utilizing a secure 
version of SSL? 3

If an organization doesn't have a website - it will get a 1.0 here. The 
point of this question is purely to make sure that IF there is a 
website, it doesn't become another risk of theirs. 

25
Did the organization receive a "Pass" score after 
the CyberSAR Friendly Phishing assessment?

3

A 1.0 here is for if no one clicks the links at all. If someone DOES click 
the link, however there is a reduction in the % of staff that click on 
the links that would be a 0.5. Clicking of links, and no indication of 
improvement in the percentage of people clicking the links is a 0.0.

26

a. Are there internal policies on social media use? 
(0.5)
b. Are the policies followed? (1.0)

2

5. Data

27
Is there a backup process for critical data in place 
that suits the organization's needs? 3

28
Is backup data protected (e.g. encrypted) in a way 
that suits the organization's needs? 1

29
Is full disk encryption enabled on all work-related 
devices? 3

30

a. Is there a clearly defined process on how to 
exchange sensitive documents in a secure way 
that suits the organization's needs? (0.5)                                                        
b. Is that process followed? (1.0) 2

31

a. Does the organization have a policy on data 
management? (where to store data, encryption 
at rest, backup, wiping) (0.5)                                                                          
b. Is the policy followed? (1.0) 1



6. 
Communications

32

Do all staff members use a trusted email service 
for work-related purposes? + If that service is on 
an org specific domain, does it have 
SPF/DKIM/DMARC?

1

We do not dictate who is "trusted" however we can give guidance 
on things to think about. Some factors to consider: Data Privacy 
Legislation in the country of data hosting. In RU as an example, there 
are no rights to privacy. This is also SOMEWHAT true in Five-Eyes 
countries (US/CA/UK/AU/NZ). This can be alleviated with PGP, but 
providers that are hosted in countries such as CH,RO,IS have strong 
data privacy legislation and an established track-record of following 
them. Email providers offering warrant canaries are also a good 
evaluation criteria. Beyond the legislation, it is worth considering the 
motivations of an email service provider. If it's free... why is it free? 
Is there Zero-Knowledge encryption? If there is zero-knowledge 
encryption on the provider in-use, that's an automatic 1.0. If there is 
not, however it's a provider with no known issues, in a good legal 
jurisdiction - that would also be 1.0. If it's a provider operating in a 
legal jurisdiction that allows for monitoring, such as the Five-Eyes, 
however there are PGP options or built-in email encryption that can 
be used (such as with O365) to alleviate it, that may also be a 1.0. 
While getting PGP in-place was previously very difficult, FlowCrypt + 
Gmail has changed this. Flowcrypt is free + OS, and built into the 
browser. If there is no option of PGP, it's in an untrusted jurisdiction, 
but it's not a jurisdiction with known cases of intervention in the 
area (such as five-eyes countries) that may be a 0.5. If it's an 
untrusted jurisdiction, with known issues of intervention... that's a 
0.0. If somehow an org didn't have email, this is NA and shouldn't be 
counted. 



6. 
Communications

33
Do all staff members use a secure messaging 
platform identified by the organization for work-
related communications?

1

Much as with email, we do not dictate what app is "trusted" 
however here are some factors to think through. The best messaging 
apps will implement zero-knowledge encryption. This ensures that 
not even the app provider can read the messages sent back and 
forth. If there is full zero-knowledge encryption (with a good 
algorithm), does it have to be enabled or is it on by default? 
Encryption is only useful if you can be certain that there aren't 
backdoors in it, so being fully open-source should be the next criteria 
for evaluation. Beyond these factors, it's also important to consider 
the funding structure of the app provider. Are they funded as a 
foundation through grants? advertising? How often is the app 
updated to address security vulnerabilities that come out? What 
about metadata? Does the app store data on who you contact / your 
contact lists? What about the way that you contact people, are 
contacts only by phone number (or are usernames possible)?

34

a. If there is an organizational website, is there a 
policy to keep it properly maintained (updates, 
backups)? (0.5)        b. Are the policies followed? 
(1.0) 3

35
Are there any standard operating procedures in 
place for cyber incidents? 1

75


