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CyberSTAR Audit / Remediation Lab #1
Identifying User Workstation Problems - Windows 10

Target Audience
Aspiring CyberSTAR auditors (SARTechs) with some technical background.

Setup Requirements
You will be installing: VirtualBox and Vagrant on your computer. In order to properly run the virtual
machine, you will need:

- 4GB of available memory (so 8GB of installed memory should suffice)
- 30GB of available HD storage
- 2x CPU Cores (so a Dual Core CPU installed should suffice)

Assuming that you have sufficient hardware...

Install VirtualBox from https://www.virtualbox.org/wiki/Downloads - Downloads are available for Windows /
Mac / Linux

Install Vagrant from https://www.vagrantup.com/downloads.html - Downloads are available for Windows /
Mac / Linux - Select the 64-bit package

NOTE: If Installing on Windows, you will need to make sure that “Hyper-V” is disabled
(the built-in Windows VM system). You can do this by going to Start -> powershell.exe
Then run: Disable-WindowsOptionalFeature -Online -FeatureName Microsoft-Hyper-V-All
If it disables the feature, you’ll need to reboot for the VirtualBox install to work properly. If
you just get an error about that feature not being installed, just go ahead and close the
Powershell window.

Setup Instructions
This Lab will assist you in preparing to audit / remediate beneficiary workstations in the field. You will
download and install a “virtual machine” aka VM that is a fully functional Windows 10 workstation. This
VM will run “on” your laptop / desktop, but will remain isolated from your hardware. The VM has had
various programs installed, and settings changed to reflect a “typical” user.

BEFORE you continue, please make sure that you are using a VPN if it is legal and logical in your
jurisdiction….

Once you have installed vagrant and virtualbox, open a command-prompt / terminal and run:
(the below is all one line - including the URL)
NOTE: this is all one line also do NOT run this as administrator

vagrant init cyberstar-workshop-1-win10x64 [URL]1

You should see something like:
A `Vagrantfile` has been placed in this directory. You are now

ready to `vagrant up` your first virtual environment! Please read

1 Contact info@cyber-star.org If you are interested in using our standard image. You may also build the
image via the github repository at https://github.com/secdev-foundation/cyberstar-bootcamp-win-labs

https://www.virtualbox.org/wiki/Downloads
https://www.vagrantup.com/downloads.html
mailto:info@cyber-star.org
https://github.com/secdev-foundation/cyberstar-bootcamp-win-labs
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the comments in the Vagrantfile as well as documentation on

`vagrantup.com` for more information on using Vagrant.

Now use a text editor to open “Vagrantfile” which has been created in this directory. Find the line that says
config.vm.box…
Just below that line, add the following:

config.vm.synced_folder ",", "/vagrant", disabled: true
Save and exit the file

You are now ready to run:
vagrant up

You should see something like:
Bringing machine 'default' up with 'virtualbox' provider...

==> default: Box 'cyberstar-workshop-1-win10x64' could not be found. Attempting to

find and install...

default: Box Provider: virtualbox

default: Box Version: >= 0

==> default: Box file was not detected as metadata. Adding it directly...

==> default: Adding box 'cyberstar-workshop-1-win10x64' (v0) for provider: virtualbox

default: Downloading:

….

This will setup the virtual machine and then launch Windows in a window on your computer. Once you
see a Windows Desktop on your screen, you are ready to begin the lab.

Part 1 - Instructions
You have been called into Working for the Children - A local NPO. The head of the organization
has joined the CyberSTAR program and is eager for your assistance in improving their internal
security. They have asked you to start with the computer of their accountant. They work
“full-time” for the organization, but the head of the NPO is honest that they really only come in
when there is work to be done. The rest of the time, the laptop is at their house.

With the VM open, start to look for anything that seems:
- Potentially undesirable from the user’s perspective
- Potentially undesirable from the organization’s perspective
- Dangerous to either /  both the user and the organization

As you find these issues, make note of them in the Lab Notebook section. The “issues” could
come in the form of:
- A piece of software installed
- A feature enabled or disabled
- A normal setup step not taken
- Files / other indications of user behaviour that could be problematic

Try to find at least 5 problems for this part.
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Part 1 - Lab Notebook
[Record your observations here - The below is a freebie, you are still expected to find at least 5
more issues.]

Description of the Issue Security Concern
Explained

Potentially undesirable
from the: USER,
ORGANIZATION, or BOTH
perspectives

Automatic Updates are
Disabled

Automatic Updates ensure
that critical Windows
vulnerabilities are
automatically resolved.
Critical vulnerabilities are
often exposed on a weekly
basis.

Both - An unpatched
workstation can provide an
easy to exploit place for
malicious attackers to gather
organization owned
documents, and to connect to
other organization computers.
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Part 2 - Instructions
Now that you have some idea of the state of this user’s workstation, it’s time to start working
through the process of combining your initial findings with new findings that the CyberSTAR DS
ScoreCard is concerned with. A blank report-card is included in the lab folder. Pay particular
attention to:

- Software
- Accounts and Devices
- Online Behaviour
- Data

The ScoreCard asks questions from the perspective of the organization, but every workstation
that is used by and for that organization is part of their Digital Safety posture. Are there points
on the ScoreCard that you see this workstation as already failing? If you have additional
concerns, add them to the Lab Notebook for this question. If there is something you don’t
know about the organization, such as what their policy is on a given issue, ignore those
concerns for now. Don’t actually fill out the ScoreCard, it is only there to provide you some ideas
on what to look for.

Next, examine the CyberSTAR Checklist (in this folder). This should provide you with more
ideas on issues that might need working on. If you find any, add them to the Lab Notebook.
Don’t start making changes to the workstation just yet though.

Now it’s time to start on your Action-Plan. The Action-Plan template should give you a clear
plan on how to approach all of the issues that you have identified in your exploration. Before
beginning, keep in mind that this is not your workstation (for the purposes of the lab). Any
changes that you make should be discussed in-advance with your lab instructor. Imagine your
lab instructor as being the “contact” that Working for the Children has assigned you within the
organization. This might be the head of the organization, or just someone with IT skills. Try to
find at least 10 more problems and resolutions for this activity (in addition to the 5 already
found in Part I).

For the purposes of this lab, assume that your contact is the head of the organization. Any
changes that you want to make, will need to be discussed with them. Also bear in mind that you
do not know the relationship that this accountant has with the head of the organization. They
could be family, friends, or mortal enemies. Don’t assume anything about how your contact will
react, and tread carefully. If the change needed is behavioral, provide some bullet points in
your proposed remediation that you would discuss with your contact at the organization.

Once you have completed the Action-Plan, submit this, along with your Lab-Notebooks to your
Lab instructor. They will schedule a call with you to do a mock discussion of these items. They
will give you approval (or not) on your proposed changes. Once you are done recording, go
ahead and shutdown the VM.
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Part 2 - Lab Notebook
[Record your observations here - The below is a freebie, you are still expected to find at least 10
more issues.]

Description of the Issue
(Technical or Behavioural)

Security Concern
Explained

Potentially undesirable
from the: USER,
ORGANIZATION, or BOTH
perspectives

Automatic Updates are
Disabled

Automatic Updates ensure
that critical Windows
vulnerabilities are
automatically resolved.
Critical vulnerabilities are
often exposed on a weekly
basis.

BOTH - An unpatched
workstation can provide an
easy to exploit place for
malicious attackers to gather
organization owned
documents, and to connect to
other organization computers.
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Part 2 - Action-Plan
Record your observations in the format shown below. You should have at least 15 issues that
you have identified at this point, for which you have a remediation plan. Leave the CHANGE
APPROVED column blank for now, until you have spoken to your instructor. Fill in that column
based on the conversations you have on each point.

Issue Identified
(Technical or
Behavioural)

Problem Type
(TECHNICAL /
BEHAVIORAL /
BOTH)

Proposed Resolution Change
Approved
(YES / NO)

Automatic Updates
are Disabled

TECHNICAL Automatic Updates aren’t
functioning currently. The way that
they were disabled can be found
by checking if any of the methods
listed here have been used to do
so. Once the method that was
used is identified, I will undo this
change. Opening the “Check for
Updates” option in Windows
should allow me to update the
computer. Once it is up-to-date, I
will make sure that the settings
also are changed to allow
Automatic updates.

https://www.wikihow.com/Turn-Off-Automatic-Updates-in-Windows-10
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STOP

Do not proceed beyond this point until given approval on your
Action-Plan points by your Lab Instructor!
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Part 3 - Instructions
Now that you have instructions on which items in your plan are approved, and which are not, it’s
time to begin to implement your changes. For each item that requires a technical “fix” to resolve,
you are going to use the built-in Virtualbox screen recording feature.

When you are ready to start your fix, go to Settings for your VM, Display -> Recording
Check “Enable Recording” and then OK

Note that in some cases you will encounter video resolution issues, so do a test
recording to verify the resolution.

Once you’ve finished your first fix, go to View -> Recording again to stop the recording. You will
find a .webm file in your VirtualBox  VMs/vagrant… folder

Now that you have your first recording, make a new directory to store the file in, then move it
there.

Now rename the file in your new directory to “cyberstar-workshop1-fix[NUMBER]” (where
number corresponds to the approved fix in your action-plan).

Now you can continue on to your next fix (moving the new webm files as they are created)..

When you have completed all of your fixes, you are ready to submit your files to your instructor
via [File XFER Method].

Cleanup
When told to do so, you can run vagrant terminate to clean up your disk a bit.


