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1. Which of the following setting adjustments will enhance your privacy on computers
and mobile devices? Choose all that apply

❏ Adjusting screen brightness
❏ Restricting apps’ access to your geolocation
❏ Tightening app permissions
❏ Adjusting battery settings
❏ Restricting apps’ access to email or social media accounts

2. Which of the following setting adjustments will NOT enhance your privacy on social
media? Choose all that apply

❏ Restricting who can read your posts or status updates
❏ Limiting who can see your friends and connections
❏ Changing your password on a regular basis
❏ Making your personal details invisible to anyone beyond your friends

3. Which of the following properties in an email should alert you to the possibility that it
is most probably a phishing email?

❏ Notification about an award
❏ Sense of urgency
❏ Promise of punishment if you don’t act urgently
❏ Embedded links and attachments
❏ All of the above

4. Which of the following websites is most likely to be the World Bank’s real website?

❏ www.wordbank.com
❏ www.info-worldbank.com
❏ www.worldbank.org
❏ www.wolrdbank222.org



5. Which of the following measures will NOT help prevent malware infection of your
device?

❏ Setting up automatic device screen lock
❏ Keeping your antivirus and firewall up-to-date and running
❏ Using the latest version of operating system and keeping it up-to-date
❏ Not downloading attachments from sources you do not fully trust

6. What characters should you use in a password to make it strong?

❏ A mix of upper and lower case characters, numbers and special characters
❏ A combination of your name and date of birth
❏ A mix of your two favourite words
❏ All of the above

7. All but one of the following are examples of two-factor authentication. Which of these
does not involve two factors?

❏ A hardware security token and password
❏ Entering your password twice
❏ The chip and PIN on a bank card
❏ A numerical code and password

8. What can happen to data on your devices if you do not back it up?

❏ Hard drives can fail and it might be impossible to restore data on them
❏ Your device can be lost or stolen
❏ Malware can erase data on your devices
❏ Ransomware attacks can make your data inaccessible unless you pay
❏ All of the above

9. Why should you encrypt data on your device?

❏ Encryption prevents malware from infecting your device
❏ Encryption saves space on your hard drive
❏ Encryption protects data from unauthorized access or manipulation
❏ Encryption is more effective than backing up data



10. Which of the statements below best summarizes the benefits of end-to-end
encryption?

❏ It protects from prying eyes data on your device and the device of the person  you are
communicating with

❏ It protects content you send and receive throughout the entire path between your device
and the device of the person you are communicating with

❏ It protects your device and the device of the person you are communicating with from
malware infection

❏ It enables full-disk encryption on your device and the device of the person or people you
are communicating with

11. All of the statements below are FALSE except one. Which one is TRUE?

❏ Telegram offers end-to-end encryption
❏ Gmail and Mail.ru offer end-to-end encryption
❏ Text (SMS) messages are end-to-end encrypted
❏ End-to-end encryption is redundant when you have full-disk encryption enabled on your

device

12. Which of the statements below is NOT true?

❏ Software updates include patches that cover the latest security vulnerabilities.
❏ Using pirated software means possibly leaving a door into your devices, data and

correspondence permanently open to prying eyes.
❏ I do not have to worry about software updates when I have full-disk encryption enabled

and antivirus running on my device
❏ Software should only be downloaded and installed from sources you trust.


