
CyberSTAR Digital Safety Scorecard 

Organization Name:
Grade Digital Safety Score, %

Date completed: Excellent 85-100

Raw score (0-35): 0 Good 70-84

Weighted DS score: 0% Average 60-69

Grade: Needs support Needs support <60

Topic # Assessment parameter Score
(1 = Full, 

0.5 = Partial, 
0 = None)

Weighting
(1 = Low, 

2 = Medium, 
3 = High)

Weighted 
Score

Notes

1. Network

1 Is WPA2 or later version used to secure your access point? 3 0
2 Is the router password changed from default? 3 0
3 Is the router password updated when someone leaves the organization that had 

the password (assuming they no longer need it)?
1 0

4 Is there isolated wireless guest network access (SSID)? 3 0

5 Is the router firmware regularly updated (if possible)? 2 0

6

a. Does the organization have a policy in place around network protection (VLANs, 
personal devices not on the Wireless...)? (0.5)
b. Is the policy implemented? (1.0)

1 0

2. Software

7 Does the organization use licensed OSs on all computers?
3 0

8 Does the organization use licensed antivirus on all computers?
3 0

9 Is critical software regularly updated on all work-related devices?
3 0

10
a. Does the organization have a policy on using licensed software? (0.5)                                                                                          
b. Is the policy implemented? (1.0)

2 0

3. Accounts and 
Devices

11 Is there user privilege separation on all computers?
3 0

12 Are there unique passwords on all devices?
3 0

13
Do all social media and digital service accounts used for work, have unique strong 
passwords?

3 0
14 Are there timeout locks on all devices and they are no longer than 15 minutes? 1 0

15 Is 2FA enabled on all accounts used for work?
3 0

16 Do all staff members use password managers?
3 0

17
a. Is 2FA NOT via SMS where possible? (0.5)                                      b. Are backup 
codes saved where possible? (1.0) 1 0

18
a. Are there clear guidelines around using workstations in a safe and responsible 
manner? (0.5)                                               b. Are the policies followed? (1.0)

2 0

19
a. Are there clear guidelines around using mobile phones in a safe and responsible 
manner? (0.5)                                            b. Are the policies followed? (1.0) 1 0

20

a. Are there internal policies or standard operating procedures around lost 
devices? (0.5)
b. Are the policies followed? (1.0) 1 0

21
a. Are there internal policies on account protection? (unique + complex passwords, 
leak db checks, 2FA guidance) (0.5)                                                                              b. 
Are the policies followed? (1.0)

2 0

22

a. Are there internal policies or standard operating procedures around digital 
safety aspects of onboarding/offboarding staff? (0.5)
b. Are these procedures followed? (1.0)

3 0

4. Online Behaviour

23
Do key staff members demonstrate good privacy practices on the use of social 
media? 1 0

24
If there is an organizational website, is it free of any known vulnerabilities and 
utilizing a secure version of SSL? 3 0

25 Unused

0

26
a. Are there internal policies on responsible social media use? (0.5)
b. Are the policies followed? (1.0)

2 0

5. Data

27
Is there a backup process for critical data in place that suits the organization's 
needs? 3 0

28
Is backup data protected (e.g. encrypted) in a way that suits the organization's 
needs? 1 0

29 Is full disk encryption enabled on all work-related devices? 3 0

30
a. Is there a clearly defined process on how to exchange sensitive documents in a 
secure way that suits the organization's needs? (0.5)                                                        
b. Is that process followed? (1.0)

2 0

31
a. Does the organization have a policy on data management? (where to store data, 
encryption at rest, backup, wiping) (0.5)                                                                          b. 
Is the policy followed? (1.0)

1 0

6. Communication

32
Do all staff members use a trusted email service for work-related purposes? + If 
that service is on an org specific domain, does it have SPF/DKIM/DMARC? 1 0

33
Do all staff members use a secure messaging platform identified by the 
organization for work-related communication? 1 0

34
a. If there is an organizational website, is there a policy to keep it properly 
maintained (updates, backups)? (0.5)        b. Are the policies followed? (1.0) 3 0

35 Are there any standard operating procedures in place for cyber incidents? 1 0

72 0


