
CyberSTAR Methodology

An In-Person Approach

This document outlines a methodology for an in-person approach to delivering CyberSTAR
training, organizational audit and remediation. This approach requires the physical presence of
project experts in beneficiary offices and training sites.

The approach might not be feasible in areas where digital safety training or remediation work
can put the experts or beneficiaries at risk. Such settings require a different approach. For a
methodology outlining a fully-online approach to delivering CyberSTAR training, organizational
audit and remediation, consult this document.

Introduction
Cyber breaches can have catastrophic consequences for “at risk” civil society organizations.
The loss of confidential information can put programming, staff and entire beneficiary/partner
networks at extreme risk. In recent years, CSOs and independent media organizations have
become a growing target for malware and other cyber-mediated attacks by various cyber actors
such as cyber criminals, cyber militias and so on. The motivations differ, but the effect is the
same: the very same computers and communication channels that empower civil society actors
are increasingly channeling significant risks.

The purpose of this document is to outline the methodology developed and refined by the
CyberSTAR project to improve the digital safety of civil society organizations.

CyberSTAR is specifically designed to help smaller, high risk, but low tech capacity
organizations with a practical approach that seeks to immediately approve the digital safety
posture of an organization and its staff - through hands-on, basic “fixing” of things - while
working with staff over the longer term to ensure that basic digital hygiene becomes as
ingrained as the daily brushing of teeth.

CyberSTAR does not aim to achieve absolute cybersecurity, which is an impossible goal for any
organization, anyway. Rather, it aims to ensure that smaller CSOs are protected as best as they
can be, given the specific risks they face, in a way that is sustainable for the organization. So
no complicated, tech-whiz tools that create glitches as soon as the techies leave. The emphasis
is on knowing what risks are the most likely, turning “on” built-in security and privacy features
that already exist in most devices, software and platforms (teaching staff how to “own their
phones,” for example), helping organizations understand how to protect their data, and use
communication channels that are easy and secure enough for their needs.
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CyberSTAR methodology
The CyberSTAR methodology includes four distinct phases: (0) Selection and enrollment, (1)
Engagement and pre-assessment, (2) On-site assessment and remediation, and (3) Follow-up
engagement and graduation.

1. Phase 0: Selection and Enrollment

1.1 Nomination and Shortlisting
CyberSTAR beneficiaries consist of civil society organizations and independent media
deemed to be at “high online risk”. A typical CyberSTAR partner is an organization that:
● works with sensitive issues, information or beneficiaries in challenging

environments;
● is heavily reliant on the internet/online communication for its work;
● is on the smaller side, with between 5 and 15 staff;
● has lower or unknown levels of cybersecurity awareness (risks) and knowledge

(safe practices);
● is ready to work with the project team to assess, fix, and build lasting digital hygiene

practices;
● is not primarily funded by the local national government;
● is not currently receiving and has not recently received similar support from another

organization.

1.1.1 The project continually gathers nominations/referrals for potential partner
organizations from trusted partners, maintaining an evolving nominee list.
CyberSTAR strategic partners are organizations that work intensively with the project’s
target beneficiary groups in the Eurasian region, have mandates to enhance the
capacities of these target groups and have the capacity to act as trusted intermediaries
who can nominate audit candidates that meet the CyberSTAR beneficiary requirements.
Organizations that have already benefited from CyberSTAR engagement also refer
potential beneficiaries to the project.

Nominating partners help to:
● ensure that CyberSTAR beneficiaries are both appropriate and deserving;
● facilitate the required level of trust between the beneficiary and the Project by

providing introductions and assurances.

1.1.2 The nominee list is further assessed on the basis of pre-agreed selection criteria,
resulting in a shortlist.

The key selection criteria are captured in the table below.

Selection Criteria Meaning
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NEED

High risk/ high
consequence

Works on or with sensitive issues, information or beneficiaries,
such that a cyber security breach could have devastating
consequences for its programming, staff, associated beneficiaries,
partners and/or affiliated organizational networks.

Significantly leverages
online communications

Online communications is a significant aspect of the organization’s
operational requirements, with potentially sensitive information
being transmitted, stored, or evident.

Low cyber security
capacity

Low knowledge of cyber security threats or best practice in relation
to the threats faced, and/or limited funding or expertise (or time) to
deal with known threats or improving capacities.

Significant benefit Organization will likely demonstrate significant benefit from
CyberSTAR support, with tailored anticipated improvements
identified at the start of the engagement.

No similar support (CE) Organization is not receiving similar digital safety assistance from
another international organization or programme (nor has it in
recent years).

Small Size (CE) Organization currently has less than 15 permanent staff members
ideally.

Independently Funded
(CE)

Organization is not primarily funded by the national government.

COMMITMENT

Commit to process Organization agrees to commit to its customized CyberSTAR
process, including the ongoing schedule for follow-up, check-ins
and as-needed and realistic, basic policy development.

Commit to an
organizational Digital
Safety Champion

Organization commits to appoint one staff member to be the
Digital Safety Champion and to work within the practical limits of
HR and workload to be principal liaison with the CyberSTAR team
and to learn the basics of digital safety practice and ensure these
are maintained within the organization.

VERIFICATION

Vetted and trusted Must be known to the project or recommended by the project’s
partners to ensure proper vetting, and that the required level of
trust and commitment is in place.

1.2 Initial Contact
Shortlisted organizations are contacted to validate the criteria and establish the level of
interest and readiness to commit to project requirements.
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1.2.1 During this initial contact, relevant information is collected to better understand the
mission, history, and context in which the shortlisted organization operates and the
general threat/risk environment.

1.2.2 Shortlisted organizations are also provided with information about the project,
scope of their engagement, and various phases within this engagement. An updated
project information sheet reflecting these details is shared with shortlisted
organizations.

1.3 Enrollment
Finalist organizations are approved by the project steering committee and informed
accordingly.

2 Phase 1: Engagement and pre-assessment

2.1 Document of Engagement
To secure formal consent to participate, the project staff sends the client a Document of
Engagement. The client signs and returns the document. The copy signed by the client
is countersigned by the project.

2.2 Kick-off Meeting/Call
A kick-off meeting, either in person or online, is held between the CyberSTAR team and
the partner organization’s key persons to walk them through the project and give a
formal start to Phase 1 activities.

2.2.1 During the meeting/call, the team outlines project objectives and provides details
about each phase, timing, and key milestones. The meeting also establishes the
expected level of commitment to the process. After the formal presentation, project staff
address questions and concerns raised by the partner organization.

2.2.2 The team uses the visit/call to conduct a Pre-Assessment Survey, collecting
detailed information about the partner organization’s technical and organizational
capacity.

Based on the findings of the survey, the project team completes a Digital Safety
Scorecard which measures the organization’s digital safety posture and capacity
against a number of indicators. The scorecard provides a measurable assessment of
whether the organization could benefit from CyberSTAR support at that particular point.
For organizations that are found to require such support, the scorecard establishes a
baseline for measuring progress made by the organization through its engagement with
the project. The scorecard also indicates in which digital safety areas the assessed
organization requires most support.

2.2.3 The CyberSTAR team and partner organization discuss and reach an agreement
on on-site visit dates, attendance requirements and technical preparations.
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2.2.4 A Digital Safety Champion is identified, if possible, from among the partner
organization team and briefed about the role and responsibilities. If it is not possible to
identify a Digital Safety Champion at this stage, it is left until the first on-site visit.

Criteria used to identify a Digital Safety Champion include deeper technical
understanding, interest in IT issues, availability for and willingness to take on additional
responsibilities, and ability to inspire and influence colleagues on digital safety priorities.
In smaller organizations, the executive director assumes the role of the Digital Safety
Champion. When a Digital Safety Champion leaves the beneficiary organization during
its engagement with the CyberSTAR project, another person is appointed the Digital
Safety Champion, briefed about the roles and responsibilities that come with the
designation, and made the point of contact and liaison for all consequent follow-up and
ongoing support by the CyberSTAR team.

2.3 TechSoup and Microsoft for Nonprofits Registration

If the organization is eligible, the project team registers it with TechSoup and Microsoft
for Nonprofits to receive access to donated and discounted software licenses. If a Digital
Safety Champion has been appointed by this stage, the project team supports the
person in completing the registration.

2.4 Remote vulnerability assessment: Attack Surface Analysis (ASA)
A remote vulnerability assessment is conducted, including an Attack Surface
Analysis (ASA) exercise. Findings of this exercise are summarized in a report and
shared with the partner organization.

ASA includes extensive open-source research and testing to catalog an
organization’s “sensitive information” exposure in public social media spaces.
This includes targeted searches of the organization’s online presence to detect
any critical information “leakages”; assessment of all social media pages
(including staff) for same; third-party mentions of the organization’s activities or
other operational information that could help an adversary learn, map, and
identify information useful to cause harm to the organization, its staff, and/or
beneficiaries, including gaining control over its computers and communication
devices.

2.5 Work Plan Approval

The project team develops a Work Plan on the basis of discussions with the client
organization and an assessment of its organizational capacity and digital safety posture.
The document provides an outline and timelines for all anticipated training, audit and
remediation activities. The Work Plan requires approval by the client organization’s
management.

2.6 On-Site Visit Planning

2.6.1 The project team develops an on-site visit agenda.
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2.6.2 The agenda is sent to the beneficiary with a request to confirm dates, timing, and
staff availability (including the Digital Safety Champion, if one has been appointed). The
project team ensures that the partner organization confirms that the agenda works for
them.

2.6.3 The project team asks the management of the client organization to provide a list
of email addresses that all permanent staff members use for work-related purposes. The
project team uses these addresses to check if they have been compromised in data
breaches. It also uses the email addresses to conduct a friendly phishing exercise.

2.7 Cloudflare Zero Trust Malware Protection: Router Configuration
Select organizations that meet the criteria for and are interested in benefiting from DNS
malware protection services and analysis are enrolled in Cloudflare Zero Trust. For
these organizations, the project team configures a new router with open-source OS and
installs Cloudflare Zero Trust for the organization. The router will be integrated into the
organization’s local area network (LAN) during the first on-site visit.

To benefit from Cloudflare Zero Trust malware protection services and analysis, an
organization needs to meet two criteria: (1) an assessed higher than normal risk of
drawing a malware-based attack; (2) existence of a local area network (LAN) in the
organization’s office.

3 Phase 2: On-Site Assessment and Remediation
This phase is centered on a two to three-day on-site mission by a two to three-person Audit
and Remediation Team. An Audit and Remediation Team includes technical specialists, at least
one of whom is fluent in the local language. The purpose of the on-site assessment and
remediation is to identify top cyber vulnerabilities in the partner organization and leave in place
effective measures addressing the top causes for these vulnerabilities.

An Audit and Remediation Team undertakes three tasks: (1) behavioral assessment; (2) briefing
and training on using DNS-based security; and (3) real-time remediation of accounts and
devices.

Throughout the on-site assessment and remediation exercise, the audit team marks progress
made in the Digital Safety Progress Matrix.

3.1 At the start of the on-site visit, the Audit and Remediation Team team meets with the
client organization’s management to confirm the agenda and staff availability, and to ensure that
arrangements have been made for staff training.

3.2 The Audit and Remediation Team examines the IT infrastructure and set-up on the
organization’s premises to validate the pre-assessment survey findings. In completing this task,
the team involves the organization’s IT person(-s) and/or Digital Safety Champion. When the
situation observed by the team differs from what the pre-assessment survey suggested, the
team makes relevant changes to the organization’s Digital Safety Scorecard.
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3.3 Based on the results of this examination and jointly with the organization’s IT person(-s)
and/or Digital Safety Champion, the team identifies the scope for immediate remediation.

3.4 On-Site Full Staff Training

3.4.1 The team delivers training in a language understood by all staff.

3.4.2 At the start of the training session, the team administers a Pre-Training Quiz
(Russian) on basic digital safety practices. The quiz establishes a baseline and allows
the team to measure knowledge gained by participants by comparing it against the
results of a similar quiz administered after the training.

3.4.3 Training modules follow the six thematic areas of the CyberSTAR model: Digital
Identity, Digital Risks, Passwords, Data, Conversations, and Devices, as well as a
supplementary module on Spot the Phish. These modules build awareness and
understanding in each thematic area, with support exercises. The trainers use the piloted
and refined decks, handouts, and videos specific to each module.

3.4.4 The first training session includes a Risk-Mapping Exercise. It involves staff
identifying and assessing perceived digital threats, thinking through their potential
impact, and identifying and prioritizing responses to these threats. The results of the
exercise are incorporated in the consequent training sessions, through references and
examples.

3.4.5 TTX (TableTop Exercise)
Where an organization expresses interest in enhanced preparedness for disaster
scenarios, the TTX training guide may be used to get staff members at the CSO used to
calmly working through potential situations. This assists in hopefully preventing disaster
scenarios, as much as it informs how to react.

3.4.6 At the end of the training session, the team administers a Post-Training Quiz and
training evaluations.

3.5 Digital Safety Champion

If this has not happened until this point, the client organization, in consultation with the
project team, selects and appoints a Digital Safety Champion from among its employees.
This person will serve as the point of contact and liaison for follow-up and ongoing
support by the CyberSTAR team.

3.6 Real-time remediation

The Audit and Remediation Team works individually and/or in a small workshop format
with all of the client organization’s staff, including the Digital Safety Champion, to ensure
basic security measures are in place for all staff computers and accounts. Remediation
is aimed at achieving the following goals:

● Core infrastructure (LAN/WiFi, router, email server, website) is secured;
● Organizational software is up to date and licensed;
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● Accounts and devices are locked down (two-factor authentication is enabled,
strong account and device specific passwords are set, password managers are
installed, time-out screen locks are in place, main smartphone security measures
are in effect, privacy and security settings of social media accounts are updated);

● Data is encrypted (full disk encryption) and secured;
● Secure communication instruments (messengers, and if requested, email

encryption) are in place.

These measures address, by an expert estimate, 85 percent to 90 percent of the top
causes for cyber vulnerability in small organizations. CyberSTAR continues to refine this
model to take account of additional and emergent issues/risks facing civil society
organizations and independent media.

3.7 To assess intermediate progress made in improving the client organization’s digital
safety posture, the Audit and Remediation Team team updates the organization’s Digital Safety
Scorecard. If the client organization refuses to allow specific remediation activities or the team is
unable to complete remediation in any area, this is recorded in comments added to the
organization’s Exit Survey

3.8 Wrap-Up Meeting
At the end of the on-site visit, after all training, audit and remediation activities are
completed, the Audit and Remediation Team briefs the client organization’s management
and Digital Safety Champion on the outcomes of their work.

The team also uses this meeting to highlight progress made by the client organization
and identify practical steps that the organization needs to take in order to improve its
digital safety posture in areas in which the progress has not been sufficient.

Finally, the project team and client organization’s management discuss follow-up
activities and the scope of work required of the Digital Safety Champion.

4 Phase 3: Follow-up engagement and graduation
In the six to 12 months following the on-site assessment and remediation, the project team
provides the client organization with remedial technical support and follow-up training. The team
also supports and mentors the Digital Safety Champion appointed by the client organization.

Throughout this phase, the project team maintains an active line of communication with the
client organization, requesting regular updates and addressing urgent requests for technical
support and/or remediation.

4.1 Digital Safety Guidelines

To help the client organization institutionalize digital safety behaviors, practices and
procedures, the project team provides the organization with a Digital Safety Guidelines
template.
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The objective here is to equip the organization with an adaptable compendium of best
practices, policies and procedures designed to help maintain an effective digital safety
posture in the face of staff turnover and other organizational changes. Other objectives
include formalizing the client organization’s commitment to improved digital safety
practices and behaviors, and making it easier for the organization to provide newly hired
staff with digital safety orientation and training.

The client organization can choose to adopt the Guidelines document in its entirety or
adapt it to fit their needs and operational context. The project team encourages the
organization to formally adopt a digital safety policy or set of policies.

4.2 Digital Safety Champion Mentorship Check-ins

The project team engages the client organization’s Digital Safety Champion in regular
mentorship check-ins, using safe communication channels.

4.3 DNS Traffic Monitoring

For organizations that have Cloudflare Zero Trust traffic monitoring in place, the project
team reports any detected malicious requests originating from the organization to its
Digital Safety Champion and provides technical guidance to address the cause.

4.4 Follow-up On-site Training and Remediation

If any training modules remain outstanding at this stage, the project team delivers this
training on-site and, when warranted, any additional training in specific areas of need.
The team also uses the visit to address outstanding remediation and technical issues on
the client organization’s premises.

4.6 Graduation Assessment

4.6.1 After all outstanding training and remediation activities are completed, and the project
team believes that the client organization has made sufficient progress in improving its
digital safety posture, the team administers an Exit Survey to the organization. The goal
of the survey is to identify and measure progress made by the client organization
through its engagement with the project.

4.6.2 The project team also revisits the client organization’s Digital Safety Scorecard and
assigns final scores.

4.6.3 Based on the results of the Exit Survey and the organization’s digital safety scores, the
project team decides whether the organization has brought its digital safety posture to an
acceptable level and is ready to graduate.

An organization needs to meet the following requirements to demonstrate that it has
made substantial progress in addressing its digital security vulnerabilities and is ready to
graduate from the project:
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● The majority of its staff, including the senior management and all persons with
IT-related responsibilities, have been trained by the project team in digital safety
basics.

● The project team is confident that the organization’s IT infrastructure and devices
are sufficiently protected from the most common cyber attacks and disruptions.

● The organization’s staff has licensed operating systems, antivirus software and
other essential software installed on all devices used for work-related purposes.

● The Exit Survey and digital safety score reassessment reveal significant
progress, leaving few minor outstanding actions items.

● The organization has confirmed capacity and a clear timeline to act on the
remaining action items.

● The organization has formally adopted an institutional digital safety policy
document or is in the process of creating the document.

If the project team is confident that the client organization has brought its digital safety
posture to an acceptable level, the team informs the organization accordingly and
discusses any outstanding action items and timelines for completing them.

If the project team believes that the client organization does not meet the criteria for
acceptable digital safety and readiness, a new Work Plan is developed, outlining all the
remedial activities, training needs, and timelines for completing them.

4.7 Report Card

Based on the findings of the Exit Survey and final Digital Safety Scorecard assessment,
the project team develops a Report Card that outlines progress made by the client
organization in improving its digital safety posture and provides recommendations for
minimizing potential vulnerabilities in specific digital safety areas. The recommendations
are detailed and divided into the six scorecard areas.

5 Graduation
The project team issues a CyberSTAR Certificate to the graduating organization.
Although digital safety is a process that requires continuous effort and investment, the
certificate provides a symbolic acknowledgement of the completion of the organization’s
engagement with the CyberSTAR project.

The project team keeps an open line of communication with the organization after its
graduation, providing additional guidance and information resources if and when the
organization is interested in deeper cyber security transformation.
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